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MUST | REPORT THIS PRIVACY BREACH?

Here’s a handy flowchart to help you assess each situation and
make an informed decision about reporting the privacy breach.*

1. Has there been a data breach?

Consider whether the incident has caused: You come into work to discover you

* unauthorised access to personal information cannot access any medical records
and the computer displays a ransom
notice demanding payment in bitcoin
for access to the records.

« unauthorised disclosure of personal information

« loss of personal information likely to result in unauthorised access or disclosure

@ P No need to notify
2. Is it likely to result in serious harm? Case scenario

Consider factors such as: Hackers have the medical records
« how sensitive the information is containing highly sensitive
information.

» whose information it is
e number of people affected
e potential recipients of the data

» whether the data is encrypted, anonymised or otherwise protected

@ ‘ P No need to notify
3. Can you prevent the likelihood of serious harm? Case scenario

Look into things such as: Seek IT advice to help make a

« whether the information on a stolen laptop can be remotely locked or deleted decision, i.e. have the hackers
accessed or uploaded the records for

others to access, or have they locked
them down without accessing the
information contained in the records?

» whether the recipient can be trusted to return the information unopened

P No need to notify

Action 1: Notify the OAIC

Action 2: Notify individuals (3 options)

Notification to the Commissioner can be made using the Option 1: Notify all individuals whose information was breached.
OAIC’s Notifiable Data Breach Form. Option 2: Notify only those individuals at risk of serious harm.

Option 3: Publish a notification.

Refer to more information about how to do this on the
OAIC website: oaic.gov.au
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*This information is based on the Privacy Amendment (Notifiable Data Breaches) Act 2017 which came into effect on 22 February 2018.
The MDA National Group is made up of MDA National Limited ABN 67 055 801 771 and MDA National Insurance Pty Ltd (MDA National Insurance) ABN 56 058 271 417 AFS Licence No. 238073.



